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Executive Summary

The I-CHANGE project aims to provide a hub collecting data, tools and initiatives for citizen
engagement. Such Environmental Impact Hub (EIH) has the ambition to realize a data hub
to effectively share, manage and process data while ensuring interoperability and usability
of heterogeneous data.

The EIH implements machine-to-machine interaction for supporting the development of
desktop and mobile applications and for system integration, through dedicated service
interfaces and Application Programming Interfaces (APIs).

Since application developers have different expertise and requirements, three different ways
of interacting with the EIH are implemented. They are not mutually exclusive, although each
method targets a specific kind of developer or development situation.

The first way is using standard geospatial interfaces. Many developers are experts in
geospatial interoperability and have expertise in de-iure or de-facto standards like OGC and
ISO ones or OpenSearch specifications. In some cases, they would like to connect using
standard interfaces existing applications to the EIH to access more datasets. For these
reasons, the EIH exposes a set of standard interfaces that a developer can directly access.
The second way is using a Web API. This is a JavaScript library that simplifies interaction
with EIH from the typical web application development platform: HTML5 + JavaScript + CSS.
The third way is using a RESTful APLI. It allows accessing the main EIH features in a simple
way by exchanging JSON objects through HTTP Request and Responses, according to the
HTTP method contracts. The RESTful API allows interaction with the EIH from every
application environment, including web applications such as web portals.
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1 Introduction

This is the I-CHANGE D4.3 deliverable titled "I-CHANGE Environmental Impact Hub
Interfaces Documentation." The document aims to provide a comprehensive overview of the
interfaces including standard interfaces and Application Programming Interfaces (APIs),
exposed by the I-CHANGE EIH to its users, and particularly to application developers. The
focus of this document is the development of applications utilizing the EIH, with specific
reference to the I-CHANGE Dashboard. The document is intended to serve as a guide for
developers who possess knowledge in JavaScript programming, service-oriented
architectures (SOA), or RESTful interfaces.

The structure of the guide is designed to enable its integration onto a website for easy
accessibility by application developers. The goal is to ensure that the documentation is
readily available to its intended audience. In line with this objective, the EIH APls accessible
along with their documentation on the web, are considered the primary reference guide.
They are also described in this deliverable to create a self-contained document.

The current version of the “lI-CHANGE Environmental Impact Hub Interfaces
Documentation” refers to the status of EIH development at project-month 30 (end of April
2024), in particular describing the APIs at that time made available by the Discovery and
Access Broker (DAB) technology, including its specific -CHANGE enhancements. These
APIs provide harmonized discovery and access functionalities to the data collected in the I-
CHANGE project, and can readily be used by developers for example to build participatory
and citizen-science applications. In the future, depending on the use-cases to be supported,
also taking account policy and governance aspects, the EIH APIs may be enriched to
expose other functionalities e.g., for publication and/or processing functionalities. In such
case, they will be described in future updates of this deliverable.

The document follows a conventional format for an application developer's guide. After this
introduction followed by an overview of the I-CHANGE EIH, the third section outlines various
methods that a developer can utilize to start using the EIH APIs, including standard
geospatial interfaces, Web API via a Javascript library, and RESTful interfaces. The
following sections of the document are dedicated to describing the three methods of
interactions, furnishing content or providing a reference for detailed information regarding
the interfaces.

2 Overview
2.1 I-CHANGE EIH

The Environmental Impact Hub (EIH) serves as a centralized platform for the project's data,
tools, and apps developed using a multi-disciplinary and participatory approach. Geospatial
open data is provided by various distributed systems, each with different interfaces for
discovery and access, and data models with varying metadata. Consequently, using
geospatial open data without a hub would require a developer to spend significant time
searching for relevant data and gaining expertise in multiple specifications. Additionally,
applications would need to expend computing power and time harmonizing accessed
information before use. The EIH overcomes these challenges by connecting heterogeneous
data sources and providing geospatial open data via one or more uniform interfaces in a
standardized format, coordinate reference system, and resolution. This simplifies the use of
geospatial open data, solves interoperability issues, and enables developers to concentrate
on their application logic. Figure 1 illustrates the EIH architecture.
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Figure 1. Environmental Impact Hub (EIH) general architecture

2.2 What does EIH provide?

The primary objective of the I-CHANGE project is to foster citizen science initiatives that
involve citizens and civil society in efforts to increase their awareness of climate change and
promote a fair transition. The I-CHANGE project aims to achieve its objectives based on a
solid scientific foundation by establishing I-CHANGE Living Labs (LLs). These labs serve as
spaces where researchers and civil society collaborate, engage in scientific debates, and
share research vision, issues, and outcomes. By bringing experimentation out of research
centres and academic departments, LLs make science and the scientific process more
accessible to the public. Citizen science actions organized through I-CHANGE LLs raise
awareness by observing both the environment and society within it. These actions combine
the analytical knowledge and investigation techniques typical of hard science with the
communities' availability of devices, data, software, and know-how. Citizen involvement in
the scientific process enables a deeper understanding of physical phenomena leading to
frequent extreme events.

The Citizen Observatory Archive ingests the novel observations produced by the LLs, stores
the observation data after carrying out some quality control processes and exposes the data
through the Polytope web service interface.

The Data and Information Broker allows to discover and access novel observations including
in-situ data sources, citizen devices and European data infrastructures through the Polytope
interface.

To provide access to EIH functionalities the I-CHANGE APlIs are designed and implemented
for developers of both the Dashboard and LLs applications. These APIs will allow application
developers to share, evaluate, access, and utilize observation and pre-processed data to
construct citizen engagement applications.

2.3 How is EIH implemented?

For those interested, technical information about the implementation of I-CHANGE EIH is
available in the official -CHANGE Deliverable D4.1 “I-CHANGE Environmental Impact
Hub Architecture” [1].
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3  Developing with EIH

By the developer’s point-of-view, the EIH is a black box which takes care of mediating and
harmonizing the information coming from Citizen Observatory Archive and from major
European data infrastructures.

The communication between the EIH and the developers happens through one or more
exposed endpoints.

Developers vary in terms of their needs and level of expertise when it comes to working with
geospatial data. Some are highly skilled in this area and would like to transfer their working
applications on existing data systems, while others would like to integrate the EIH geospatial
data into their own systems or simply add geospatial information to their Web and mobile

apps.

To accommodate these different needs, there are three distinct ways to interact with the
EIH, which can be used together as needed. Each approach is tailored to a specific type of
developer and their particular requirements:

e Standard geospatial interfaces: The EIH exposes de-iure and de-facto standard
interfaces for geospatial data discovery, access and visualization, such as OGC
CSW, WFS, WCS, WMS. This method is suitable for developers who are experts in
geospatial interoperability and require complete control over data source interaction.
Existing applications that already use these standard interfaces can easily interact
with EIH. In keeping with the brokering approach, additional interfaces could be
implemented by the EIH broker to accommodate requirements of client applications
and documented in future releases of this document.

o Client-side (Web) APl The EIH offers a Web APIl, which is an
HTML5+Javascript+CSS library that simplifies the development of web and mobile
applications. This approach hides the interaction with the EIH behind the use of
simple Javascript objects.

e RESTful API: The EIH provides a RESTful API that exposes the main functionalities
for geospatial open data discovery and access. This API allows for easy interaction
with the EIH through any programming language that supports HTTP protocol and
JSON message encoding.

4 EIH Standard Geospatial Interfaces

The EIH provides a list of standard geospatial interfaces that can be accessed by
applications, along with the supported associated data model or encoding:

e OGC standards
o OGC Catalogue Service for the Web (CSW)
= Dublin Core
= [SO application profile
o OGC Sensor Observation Service (SOS)
= OGC WaterML 2 profile of Observations and Measurements
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o OGC Web Map Service (WMS)
» Pictorial formats (e.g. PNG, JPEG)
o OGC Web Coverage Service (WCS)
= NetCDF, GeoTIFF
o OGC Web Feature Service (WFS)
= GML
o OGC Publish/Subscribe (PubSub)
e ESRI FeatureService

o JSON, PBF
e THREDDS

o NetCDF
e OAI-PMH

o [ISO 19115, Dublin Core, WIGOS
e OpenSearch

o GeoAtom
e CUAHSI Water One Flow

o WaterML 1

OGC Sensor Observation Service (SOS)

One service interface implemented by EIH that is particularly interesting for the I-CHANGE
context is the Hydrology profile of the OGC SOS version 2.0. Leveraging ISO Observations
and measurements for its data model, is indeed especially suited to access real time data
from sensors. The following sections provide an overview of SOS, while the full
documentation is available through the OGC web site at https://www.ogc.org/standard/sos/
and the ISO Observations and measurements is accessible at
https://www.iso.org/standard/32574.html.

SOS main goal is to provide access to observations from sensors and sensor systems in a
standard way that is consistent for all sensor systems including:

e Remote sensors (e.g., satellite acquisitions)
e In situ fixed sensors (e.g., meteorological station)
e In situ mobile sensors (e.g., sea glider)

The Observations and Measurements (OM) specifications enables the description of
observations in full details. In OM an observation is an action whose result is an estimate of
the value of some properties of the feature of interest, obtained using a specified procedure,
as shown by Figure 2. Each of this concept is described with detailed metadata elements,
as reported by the UML class diagrams included in the specification.

10
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Figure 2. Observations and Measurements UML class diagram

A specific basic concept introduced by the SOS is the observation Offerings: these are
collections of observations produced by one procedure (e.g. sensor + algorithm).
Examples of observation offerings:

Observation Offering for precipitation sensor — cumulative interpolation
Observation Offering for temperature sensor — maximum interpolation

The SOS web service interface provides the following main operations:

GetCapabilities: to describe the specific functionalities of the service and listing its
offerings;

GetFeatureOfinterest: to return the interesting monitoring points where
measurements are made;

DescribeSensor: describe a specific sensor according to its SensorML
representation;

GetDataAvailability: to obtain the availability interval of matching observations;
GetObservation: to retrieve a specific subset of observations of interest.

As an example, Figure 3 shows the Helgoland SOS client application developed by 52 North
company; observations are displayed on a map, user can filter and browse them to finally
identify one observation series of interest that can be plotted or downloaded.

11
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OGC Web Map Service (WMS)

The Web Map Service (WMS) interface implemented by EIH is used from the Dashboard
to visualize stations, monitoring points and mobile sensors on a map. It allows the retrieval
of georeferenced map images from geospatial databases and defines a standard interface
for requesting and serving map images in a variety of formats over the internet. The
complete documentation is available at the following OGC web site:
https://www.ogc.org/standard/wms/. This section provides an overview of WMS interface.

The WMS service interface defines the following main operations:

o GetCapabilities: to retrieve service metadata, providing both machine-readable and
human-readable descriptions of the server's data content and permissible request
parameter values;

e GetMap: to return the requested map image in the specified format or generate a
service exception.

e GetFeaturelnfo (optional): to provide additional details about map features based on

user-selected points from previous GetMap requests.

A typical GetMap request includes the following parameters:

e Layers: Specifies the map layers to be included in the image.

e Styles: Defines the visual styles applied to the map layers.

e SRS (Spatial Reference System): Specifies the coordinate reference system of the
map image.

e BBOX (Bounding Box): Defines the geographic extent of the map image.

e Width and Height: Specifies the dimensions of the output image in pixels.

12
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e Format: Specifies the output image format (e.g., PNG, JPEG).

As an example, Figure 4 shows a simple client test portal; monitoring points and stations
are displayed on the map. Users can click on the monitoring points or in the yellow
bounding boxes to get metadata information.

Monitoring points

Figure 4. Example of use of WMS service interface: client test portal

Additionally, the implementation of OGC Web Map Service with time extension (WMS-
Time) is under development. It will support the handling of temporal data, allowing for the
retrieval of georeferenced map images that change over time, making it suitable for
displaying tracks and trajectories with a time dimension.

5 EIH Web API

The term Web API is commonly used to describe an implementation of an application
programming interface for web applications. It can refer to a RESTful API or a library
developed in a web application language. The EIH uses the term Web API to identify a
Javascript library that simplifies the development of web and mobile apps by utilizing the
capabilities of EIH broker. In particular, the EIH Client-Side APl is a library that uses HTMLS5,
JavaScript, and CSS to provide a set of pre-defined software objects. These objects help in
developing web and mobile applications by abstracting the interaction with the EIH. The
library is composed of the following main modules:

e Core

e AccessOptions
e Concept

e Refinement

e Report

e ResultSet

e Retrieval

13
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PubSub
Ul

Every module contains specific objects among them the most important ones are:

GINode: a GINode is an object that represents an abstract geospatial resource,
referred to as a “dataset” or a “service”, that can be accessed as a result of a query
to the EIH.

DAB: this is the entry point for the Web API, enabling the creation of a node that can
connect to the EIH broker. DAB represents a node that is composed and acts as the
root for the hierarchical structure defined by the brokered sources of EIH. The
primary DAB function is the ability to discover any nodes, regardless of their position
in the hierarchy. This feature supports basic and advanced constraints.

ResultSet: this object is the outcome of a discovery operation and represents a
datasets that match the discovery constraints and several other information,
including the count of nodes returned (size of the result set) and the number of pages
into which the result set is divided.

Paginator: this object is associated to the ResultSet and enables the retrieval of
results as subsets (pages). It assists in managing results by preventing long and
unwieldy lists.

Page: this object represents a subset of a ResultSet.

TermFrequency: this object is optionally provided as property of a result set. It
enables the refinement of the related result set by using one or more term frequency
items associated with a term frequency target as constraints. The term frequency
targets available are keyword, format, protocol and source.

The comprehensive documentation of the Web API is accessible online, offering a thorough
explanation of the objects, properties, and methods, which also includes practical examples
and live demonstrations. The latest version (7.4.3-beta) of the documentation is available at
the persistent URL.:

http://api.geodab.eu/docs/index.html.

Figure 5 shows the widgets available in the Web API Ul package readily to be integrated in
a custom developed web application. They offer an even easier alternative to integrate the
EIH functionalities.

14
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Figure 5. EIH Web API widgets

6 EIH RESTful API

REST (Representational State Transfer) is a software architectural style that facilitates the
sharing of resources between systems, in-line with the original architecture of the World
Wide Web. Although the World Wide Web is presently employed as a general-purpose
infrastructure for delivering services according to different architectural styles, in recent
years there has been a growing interest in creating services that are better aligned with the
REST architecture to exploit its capabilities. Consequently, many Web systems provide
access to their functionalities through what are usually called RESTful APIs', which enable
interactions with a software system through request and response messages to resources
identified by an URI. Typically, in RESTful APIs, message content is structured in JSON or
XML format.

The EIH RESTful API adheres to the prevalent trend of exchanging JSON objects with
resources identifier by URIs.

Two different RESTful APIs for I-CHANGE project are developed (so far), depending on the
resource type:

" Although the term "RESTful API" is often used to refer to this approach, it does not align entirely with the
rigorous REST concept.

15
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e Discovery APl based (OpenSearch based) for general geospatial data
e Discovery and access API for observations & measurements based data

Both the APIs are designed and developed using OpenAPI Specification & Swagger Tools?.

6.1 Discovery API based on OpenSearch
Figure 6 shows the discovery API based on OpenSearch specification.

opensearch opensearch interface rch specf spssathub comid

te L Letime expressed in

Figure 6. Discovery API (OpenSearch based) for general geospatial datasets

The discovery operation supports basic and advanced query parameters (constraints) to
retrieve the desired datasets. Two mandatory parameters are present for this operation:

e token is a personal identifier used to recognize the different users that utilize the
EIH. A personal token is provided to developers willing to use the API upon request
to the Data and Information Broker administrators.

e view is the identifier of the data subset interesting for the users. In general, a view
defines a result set by means of a set of constraints (sources, keywords, where,
when, etc.). The view comprising all the data of I-CHANGE project is “i-change”.

2 https://swagger.io/

16
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Figure 7 depicts an example of JSON response for a discovery query to the EIH.

"attributeTitle": [
"Gage height"

: "simple",
": "Gage height (instantaneous) at the station: TOMOKA RIVER NEAR ORMOND BEACH, FL",

"from": "2007-10-01T05:00:00Z",
"to": "2013-09-30T05:00:00Z"
}
1,
"platformDescription": [
"TOMOKA RIVER NEAR ORMOND BEACH, FL"

1,
“platformTitle": [

"TOMOKA RIVER NEAR ORMOND BEACH, FL"
B
"online": [

"protocol”: "urn:usgs:iv:access",
"download",
ameter;;00065;;site;;02247598; ;timeSeries; ;30864",
": "USGS:0006500011@QUSGS:02247598",
": "https://waterservices.usgs.gov/nwis/iv2"

"protocol”: "GWIS",

"function": "info",

"url": "http://gs-service-preproduction.geodab.eu/gs-service/services/essi/token/i-change-23495798340278/view/i-change/gwis?request=plot&onlineld=urn:uuid:92a538e8-
4809-402a-aeld-92d826b7366c"

1,
"where": [

{

}
1,
"id": "a276c602-c1f0-404b-8776-74372d4492a60" ,
"keyword": [

"feet",

"South Atlantic-Gulf Region",

"East Florida Coastal",

"St. Johns",

“Daytona-St. Augustine",

"“TOMOKA RIVER NEAR ORMOND BEACH, FL",

"Gage height",

"0006500011",

"Florida",

"Volusia County"

1,
“"coverageDescription": "Gage height (INSTANTANEOUS)",
"origOrgDesc": [
"U.S. Geological Survey"

1

1

Figure 7. Example of JSON object response from dataset discovery API

The full, up-to-date, and authoritative description of the discovery API including exposed
resources, supported parameters, and live example, is available online at:

https://gs-service-production.geodab.eu/gs-service/opensearch-api/

6.2 Discovery and access API for Observations & Measurements

Figure 8 illustrates the REST API for the discovery and the access of Observations and
Measurements (O&M) data which has expanded and replaced the REST API for timeseries
data. The DAB O&M REST API eases the discovery and access of observation data (both
timeseries and trajectories). It has been designed to be compliant with GeoJSON?® and OGC
Observations and Measurements — JSON implementation (OM-JSON)*.

3 https://www.rfc-editor.org/rfc/rfc7946

4 https://www.ogc.org/standard/om/

17
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/gs-service/services/essi/token/{token}/view/{view}/om-api/features v
/gs-service/services/essi/token/{token}/view/{view}/om-api/observations A

Used to retrieve metadata and data about observations

Parameters Try itout
Name Description
token *

string Token identifying the user

view *

string Identifier of the data subset interesting for the user

feature

string Identifier of the feature

observationldentifier

string

Identifier of the observation

Identifier

beginPosition
string Temporal interval begin position
eginPosition

endPosition

string Temporal interval end position
endPosition

west

string

south

string ut

east

string

north

string

Figure 8. Discovery and access API for Observations & Measurements

This RESTful API contains two paths based on two main resource types:

e Features: used to search and list information about the available features; they can
be filtered by feature identifier, observation identifier, spatial bounding box, country,
and responsible data provider.

e Observations: used to retrieve metadata and data about observations; they can be
filtered by features, observation identifier, observed property, ontology, time
interpolation, etc. Data points can also be optionally included in the response, as well
specifying a temporal subset.

Both operations support resource pagination. A possible interaction with this API is detailed
in the following steps:

18
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I-CHANGE

1. The desired features over a certain area are retrieved using the first path. These can

be shown to the user on a map.

2. Information about observations acquired over a specified feature are retrieved using
the second endpoint. Observations information includes observed parameter,
temporal extent, originator organization, etc. This information could be retrieved and
shown in an appropriate panel because of a user clicking on a specific monitoring

point through the UI.

3. Data points or tracks of a specific observation are retrieved using the second path
specifying the parameter to include data. These could be plotted in an appropriate

panel of the portal Ul in consequence of a user clicking on a plotting button.

Figure 9 shows a possible application that could be built leveraging the just detailed

interaction with the O&M API.
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Figure 9. Example of a web application leveraging the O&M data API

The full, up-to-date, and authoritative description of the discovery and access API for

Observations & Measurements is available online at:

https://gs-service-production.geodab.eu/gs-service/om-api/index.html
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8 Abbreviation List
API Application Programming Interface
CSwW Catalogue Service for the Web
DAB Discovery and Access Broker
EIH Environmental Impact Hub
GEO Global Earth Observation
GEOSS Global Earth Observation System of Systems
LL Living Lab
OGC Open Geospatial Consortium
REST REpresentational State Transfer
SOS Sensor Observation Service
URI Uniform Resource Identifier
WCS Web Coverage Service
WFS Web Feature Service
WMS Web Map Service
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