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Executive Summary 

 
Ethical aspects are integral for any type of research. Individual researchers, research projects and 

research institutions have responsibilities for ensuring that their research is responsible and complies 
with recognized ethical norms and guidelines. Research that concerns or engages laypeople has special 
requirements conducting ethically responsible research. I-CHANGE project is built on citizen science, 
engaging citizens to collect environmental and socio-economic data though co-designed and 
personalized tools to promote behavioral change towards more sustainable life-styles in eight Living 
Labs in six European and two non-European cities. In order to carry out ethically sound and responsible 
research, common ethical guidelines are needed.  
 
This document introduces the ethical protocol to be followed in the I-CHANGE Living Labs. It describes 
the principles of research ethics and research integrity in citizen science, and introduces a procedure 
covering the ethical aspects to be considered in various phases of the Living Lab activities from 
engaging the citizens to data collection and to the management of data. As the specificity of the ethical 
aspect may differ from one context to another, the procedure also lists additional literature and useful 
links for further information. In that sense the protocol does not provide answer to every single issues 
that might be faced in every single Living Lab, but rather the general norms and rules.  
 
To summarize, it is important that all the researchers of the I-CHANGE partners are aware that citizen 
science implies specific ethical norms. They should familiarize the research plan and the phases and 
activities that may include ethically critical concerns, acknowledge their own values and behavior 
affecting the research, and also find out, what kind of ethical principles should be applied by the 
research institute/country they are affiliated with or working in.  Participants of the research should be 
treated with respect, their rights should be respected and power differences acknowledged and 
flattened whenever possible. Communication about the tasks, expectations, responsibilities and 
possible rewards and authorships should be open and transparent. Informed consent forms and plain 
language summaries are tools to make the communication formal. Data collected should be managed 
following the details described by data management plan (D7.2) including the issues related to the 
openness and privacy, anonymity, rights related to data sharing, data storing during and after project.  
 
This protocol will be part of the methodological guidebook of I-CHANGE -project and to be shared 
through the joint knowledge and learning platform. The ethical aspects presented in this protocol will 
also be discussed with the project participants in the joint webinars and workshops in the beginning of 
the project.  
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1 Introduction 

 

1.1 Citizen science and ethics 

Citizen science is a concept and practice widely used in current research. There are various ways 

to define it, but in general it refers to a way to conduct research with public participation and 

collaboration with non-scientists in scientific research. Citizen science is applied in different 

disciplines, natural and social sciences and humanities, which explains the versatility of approaches 

within citizen science (ECSA, 2020).  Aims, activities and methods in citizen science vary, leading to 

different forms of involvement of volunteering citizens ranging from monitoring, data collection and/or 

analysis to more co-creative approaches to knowledge production. Citizen science projects also 

adopt diverse terminologies concerning citizens as researchers such as using terms such as 

subjects, participants, citizen scientist or co-researchers. In this report we employ the concept of 

participants when we talk about citizens participating in citizen science activities. 

 

Citizen science can roughly be divided into three main types (Follett and Strezov (2015): 

i. contributive  –  participants gather data for research; 

ii. collaborative  –  participants gather, but also interpret or analyse data with the researchers;  

iii. co-creative – participants participate in all stages of a research project ranging from planning 

to collecting, analysing and interpreting data, and disseminating the results.  

It aims to democratize the process of knowledge production and increases transparency in research. 

Citizen science also enables the collection of larger data sets often with lower costs. Citizen science 

allows for increased engagement between science and society, which may contribute to the 

knowledge and learning of participants, or capacity to influence policy and decision-making (see 

Follett and Strezov, 2015). 

 

In general, ethical aspects in research refer to two distinct concepts, research ethics and research 

integrity, which are partly overlapping. Research ethics refers to conducting responsible research 

including interactions with research participants, colleagues, employers and society and protecting 

humans and animals in research. Research ethics are not fixed, and guidelines vary between 

countries, but at minimum they follow the rule “Do good, do no harm.” Research integrity includes 

the consideration of doing research in a way that does not undermine the confidence in results, 

researchers nor the research community in general. Research is conducted according to established 

rules, regulations, guidelines or professional codes. It is recommended in citizens science projects 

that involved participants are trained in research ethics and other research skills to ensure research 

integrity. This is also a way to facilitate ethical implementation of the project. 

Research ethics have started to gain more attention only recently see due to the rapid increase of 

research engaging multiples actors in academia and society including citizen science (Rasmussen 

and Cooper, 2019). For example, the European Citizen Science Association (ECSA) has 

identified/declared ten principles for ethical citizen science (APPENDIX 1). Besides the general 

principles and guidelines, it is important to recognize the most relevant ethical requirements as well 

as potential ethical pitfalls at the start of the project, and consider, how they can be navigated 

throughout the project.   
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1.2. Research ethics and research integrity in I-CHANGE –project  

This document introduces an Ethical protocol to be followed in the I-CHANGE project. I-CHANGE -

project will engage citizens in six cities in five European countries in Europe (Belgium, Ireland, Italy, 

Netherlands, Spain) and in two cities in non-European countries (Israel, Burkina Faso) to different 

type of citizen science activities: The citizens are engaged for observing, gathering, and processing 

data through sensors, devices, apps, simplified models and data resources. Citizens of the Living 

Labs will also provide personalized information about their habits and lifestyles and participate in co-

design of the new tools and knowledge co-production.  

 

This protocol addresses the ethical questions related to the engagement of citizens as well as 

assessing the impact of citizen science activities to the participants. The document provides a 

protocol (see Figure 1) for ethically sound implementation of the citizen science research in I-

CHANGE. The protocol introduces issues related to assessing a researcher’s value-base as a cross-

cutting theme, ethical issues related to preparation of the project, participant engagement, data 

collection and ethical review as well as issues related to data management (Figure 1). 

 
 

 

Figure 1: Ethical protocol for I-CHANGE. Assessing ethical issues in citizen science is an iterative process. 

Consideration of ethics is important at every stage of the project 
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The protocol is based on different national ethical guidelines for research, scientific literature about 

ethics in citizen science and the guidelines of the European Citizen Science Association (ECSA) 

(see Chapter 5 for resources). Special needs of the I-CHANGE -project regarding the ethics in project 

implementation were collected by a survey among the I-CHANGE partners and reflected in a 

workshop organised for I-CHANGE partners.  

  



D1.7- Ethical protocol                                                                                                      I-CHANGE 
 

10 

2 General ethical principles for conducting citizen science  

Engagement of different stakeholder groups in citizen science requires paying attention to a number 

of ethical questions. In the various national ethical guidelines and research literature, different ethical 

principles are emphasised. These principles are collected and summarised in Figure 2.  

 

Figure 2: Summary of ethical principles in citizen science 

 



D1.7- Ethical protocol                                                                                                      I-CHANGE 
 

11 

Research that does not follow ethical principles may involve elements of exploitation. Exploitation 

can be divided into three themes: lack of consent; harm and inequality. Lack of consent means that 

a researcher has not obtained an informed consent from a participant. Harm can refer to aspects 

such as negative physical, psychological, social, legal or economic outcomes. Inequality can refer 

to exclusion of some groups from the research or not equal treatment of participants during the 

research process. 

 

In addition, although citizen science is usually based on voluntary participation (no monetary 

rewards) exploitation of people’s time may lead to overburdening of participants, feelings of being 

over-researched or in the worst case to research fatigue. When people are engaged in research 

projects it is good to remember that their perceptions of research encounters are shaped by possible 

previous experiences with researchers if they have been involved in research before. Feeling of 

ownership and influence over a project can help to overcome feelings of research fatigue. 

 

 

2.1 Getting prepared for a citizen science project 

The key strategy to address ethical issues is to prepare well for research ethics and research integrity 

within the scope of the planned research before any activities with the participating citizens have 

started.  

 

Familiarising oneself with the project’s aims and type of citizen science practiced helps revealing 

ethical issues that may emerge during or after the project. It is also important to identify any 

guidelines relevant for the project. It is important to notice that guidelines for ethically sound research 

may vary between countries and institutions, especially true in case of I-CHANGE which is involving 

European and non-European cities. It is also important to understand the roles and responsibilities 

of the participating citizens’ and other parties’ tasks and roles in the research, and identify the 

possible conflicts of interests of data sharing to protect the privacy and rights on civil participants, in 

particular when private companies and the third sector are involved.  

 

Researchers should also reflect their role and position in the research. They need to be aware of 

their own normative, value-based, beliefs and aims shaping the research process. Research is never 

value-free. The disciplinary training and social and cultural context together with life experiences, 

values and beliefs influence the way we design and conduct research. Value-based choices are 

made at all stages of a project: starting from the choice of research questions (What is researched 

and why?), crossing over to the questions concerning implementation of the project (What kind of 

data and how it is collected? Who is included into the research process?) and including also the aims 

of the project (What is the data used for? What is wanted to be achieved?).  The process of reflexivity 

includes an examination of one’s own judgements and practices and helps identify personal beliefs 

or attitudes that may influence the activities in the project.  

 

Different assumptions and experiences of multiple participants from various scientific disciplines and 

outside academia in citizen science projects can cause tensions between and among the participants 

and researchers. These diverse views can be traced back to individual worldviews, values, but also 

views on what constitutes valid knowledge production. Such differences are partly, but not entirely 

shaped by disciplinary and professional identities. To successfully implement multi-actor projects, 

understanding on the differing ideas and starting points for the project is crucial as well as the 
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negotiation of diverse perspectives on the implementation and aims of the project. The principle of 

giving voice to all involved people is a part of fair and just implementation of a project. It is therefore 

important to note that participants in citizen science may even disagree with other participants’ and 

researchers’ point of views. Understanding participants’ motivations for their involvement in the 

project may help facilitate the navigation of any differing views. For effective on-going engagement, 

participating citizens need to feel respected and appreciated as research partners with a specific 

role and not just “tools” to collect more data.  

 

 

2.2 Ethical review 

Ethical review is a tool to address ethical issues before an implementation of a research project and 

data collection. Its main purpose is to protect those being studied from harm, whether they are 

individuals, groups, or communities.  In this review, a researcher addresses and provides details, 

how to manage possible ethical considerations and dilemmas in research. It also demonstrates that 

possible effects on the participants have been considered and measures to protect them and mitigate 

risks are taken. It is a tool that helps researchers to think through ethical issues as such as those 

presented in this document. 

 

The researcher is responsible for following the country specific guidelines and review process. Each 

country has national guidelines regarding ethical review. The scope, requirements and process of 

acceptance may vary between the countries and institutions. The researcher is responsible for 

making ethical and moral decisions in the study and submitting an ethical review does not transfer 

this responsibility to the ethics committee. Many journals require a proof of an ethical review process, 

when articles are being submitted. 
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3 Participant engagement and data collection 

The selection of participants to be included in citizen science projects shapes the whole project. 

Diversity in research requires inclusion of different ages, genders, ethnicities as well as different 

socio-economic and other possibly marginalised groups in research. Equality, representativeness 

and voluntariness as principles should guide the participant selection. Questions such as who is 

involved and why the person is involved should be addressed. Equally important is to consider who 

is left out, why they are left out, how it affects the research project. 

 

Using participatory ways of conducting research such as workshops, researchers need to be aware 

that participant selection frames, whose voices and opinions are being heard. This links inheritably 

to power relationships: Researchers execute power in decision-making. Similarly, if participant 

selection is implemented by gatekeepers (usually local collaborators) they adopt this position of 

power. It is also good to be aware of how participation in a research project may alter the social 

dynamics in communities, particularly if they are small and/or marginalised (e.g. low income 

communities). Participation in research may provide access to information, training and monetary 

benefits, which may even increase participants status in a community. 

 

Aims of the project, expectations, responsibilities, and tasks of the participants as well as their rights, 

possible benefits or harms for the participants need to be clearly clarified for the involved participants 

(Table 1). 

 

 

  
Table 1: Participants’ rights 

  

Participants’ rights 

In a summary, participants have a right to: 

1. participate voluntarily, but also to refuse to participate 

2. discontinue their participation at any time without suffering any negative 

consequences 

3. withdraw their consent to participation in the research at any time. 

4. receive information on the content of the research, the processing of personal data 

and how the research will be conducted in practice, such as what participation in the 

research actually means, and what kind of lifespan has been envisaged for 

processing and preserving the research data 

5. receive an understandable and truthful view of the aims of the research and any 

potential harm and risks 

6. be aware that they are participating in research, especially in situations in which 

the researcher is in a role other than that of a researcher in relation to the participant, 

for example the participant’s superior or teacher 

(Source: TENK, 2019) 
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3.1 Interaction with participants 
In citizen science project following issues related to interaction between researchers and participants 

require extra attention to ensure ethical research practice: 

 

Respect for people: People participating in research projects need to be treated as autonomous 

agents meaning that human dignity and rights need to be respected and people need to be protected 

from harm. People should not be merely treated as means to achieve goals of a research project. 

Research participants will need to be provided clear information about the research project, 

assurance of voluntary participation and an informed consent of participation need to be obtained 

(see section 3.5). 

 

Recognition of power imbalances: The position of a researcher always entails a position of power 

and authority. Participants may experience pressure from researchers as they are perceived to be 

in a position of authority, which might make participants to act in certain ways. Power imbalances 

are usually experienced if there is insufficient information about the research project. Therefore, 

transparency and open communication is crucial to flatten the power relationships. Researchers 

must be also able to recognise the power relationships between participants, and if needed to be 

able to address potential contradictions and conflicts.  

 

Dealing with sensitive issues: Research may concern sensitive issues such as health, or personal 

assumptions such as values and political or religious views, or even illegal activities. The inclusion 

of sensitive issues should be acknowledged upfront following the principle of transparency. Full 

anonymization of data protects participants but should not be promised if it is not possible (see 

section 3.3). For example, it can be particularly difficult to preserve confidentially and anonymity in 

focus groups interviews and workshops. 

 

Dealing with upset or distress:  Researchers should avoid creating situations that can upset 

research participants or cause distress. Being aware of the possibility and preparing in advance as 

a part of an ethical review can prepare a researcher to prevent or deal with upset and distress 

situations. 

 

 

3.2 Working with vulnerable and marginalised groups 

Vulnerability can refer to different aspects such as vulnerability due to age (minors or elderly people), 

disability, or disadvantageous power relationships or other reasons of marginalisation. 

Marginalisation means groups that are excluded from the mainstream social, economic and/or 

cultural life for example due to race, gender identity, sexual orientation, age, physical ability, 

language, and/or immigration status. Inclusivity in research requires involvement of diverse people 

as those who can be vulnerable and/or marginalized. 

 

Researchers should be able to recognise the potential for vulnerability even if it is not clearly detected 

(e.g. the age of participants). In case of vulnerability, researchers’ responsibility is to take all the 

measures to obtain actively informed consent for participating in the research is crucial (Figure 3). 

Researchers must make sure that the consent is freely given when working with vulnerable groups. 

Autonomy of participants must not be violated. 
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Working with minors (commonly understood as children under 15 years old – country specific 

guidelines may follow) requires consulting their parents or guardians, make the decision on children’s 

behalf, for a consent to participate in the study. Researchers need to be sensitive for children’s own 

views and they must be treated as equal individuals.  

 

Doing research with minors and youngsters in schools requires taking extra steps in the research 

process. Depending on the country and the type of research, permission might need to be obtained 

from a school district prior to the research project. More commonly, permission from the school 

principal is sufficient to work with children in schools. When research project is introduced, it is good 

to involve teachers in discussions about the conduction of the work to align it with to the curriculum 

of the school. Finally, researchers need to obtain students’ consent. If they are minors (see above), 

there might be a need to obtain a consent from parents for the participation. However, this depends 

on national rules. In some countries, authorizing activities at the school level is enough. School may 

distribute the information about the research project to parents. It is good to be aware that all parents 

might not speak the language of the country as their mother tongue and information might thus have 

to be adjusted to different languages.   

 

Working with elders can in some instances require extra caution.  In general, elders are considered 

to be 65 years old and above. Elders can be considered as a vulnerable group if they are dependent 

on caretakers, live in institutional setting, an/or have diminished cognitive capacity. Despite these 

conditions, researchers should not assume that consent should or can be obtained from a caretaker. 

Consent needs to be voluntary and freely given. Elder people should not be excluded, marginalised 

or treated as less competent adults. Information on research needs to be given in a clear way, for 

example by paying attention the font size. 

 

(Relevant resources:  Soleri et al. 2016; Resnik et al., 2015, UCD Research ethics, Marilyn et al. 

2004; Alibali and Nathan, 2010) 

Figure 3: Working with vulnerable groups 
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3.3 Gender equality  
 

In gender-sensitive research, gender is taken into account in all aspects of research from the idea 

to the implementation of research. It bases on equal participation of all genders in scientific work. 

This concerns the participants of the research projects as well as the researchers. Gender-sensitive 

approach includes also transgender and transsexual populations. It is crucial to be aware of not 

projecting stereotypical ideas on roles and behaviour of women and men in your research. When 

researchers ask questions about sex and gender identity, there must be an understanding of what 

is being asked and what information is sought. The terms of sex and gender should not be used 

interchangeably (See Table 2). 

 

 

 

 

 

 

Table 2: Suggested categories for askign about sex and gender 

 

 

 (Read more: Mihajlovic and Hofman: Tool-kit for gender-sensitive research) 

 

 

  

Gender/Gender Identity      Sex  

How do you identify?      Female  

Woman       Male 

Man         Intersex  

Transgender/Trans woman      Not Listed:____________ 

Transgender/Trans man      Prefer not to reply  

Non-Binary  

Not Listed: ________ 

Prefer not to reply  
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3.4 Acknowledgement of participation 
Acknowledging that participants give their time, knowledge and other efforts to research projects, 

researchers should offer benefits for the citizens scientists to avoid one-way extraction of resources. 

These benefits may include intellectual property, authorship (if appropriate), formal recognition 

education related to the research being conducted, training in research skills or money. It is also 

important to manage expectations when it comes to the impact of a research project: researcher 

should not promise benefits or impacts that are not realistic. 

 

Formal recognition (such as certificate or letter of thanks) for supporting the research is highly 

recommended. In general, knowledge of participants and contributors should be respected as valid 

ways of knowing. Posing scientific knowledge as a superior knowledge system is not a productive 

starting point for a citizen science project. 

 

Data ownership and intellectual property in citizen science: Individuals and communities 

involved in citizen science may assert ownership over the collected data or expect to have influence 

on how it is used and shared. Owning data is also a legal question. The questions of data ownership 

and intellectual property are particularly important if a project involves collection of culturally-

embedded Indigenous, traditional or local knowledge. Therefore, the data ownership and intellectual 

property issues need to be discussed with involved partners. Negotiated agreements may be needed 

and the agreements might need to be revised during the project. 

 

Acknowledgement or authorship in publication: Ethical consideration of intellectual property 

includes an acknowledgement of contributors in citations or as authors or as contributors to the data 

set depending on the type of a project. Consequently, possible authorship in publications needs to 

be addressed. Citizens are often excluded from authorship due to journal criteria in which only certain 

types of contributions are merited. However, recently there have been calls for protocols that enable 

acknowledging collaborators who are not professional scientists (see for example Ward-Fear et al., 

2020). 

 

Remuneration: Remuneration of participants is an ethically controversial topic. While it can be 

ethical to compensate for participants’ time, questions such as are all the participants receiving the 

same compensation or how does compensation affect the collected data (e.g. participants feel 

obligated to please the researcher leading to biases) should be considered. There are two different 

types of monetary benefits: Reimbursement means covering the expenses of participating to a 

project e.g. transport costs. Compensation is acknowledgement of the time and effort participants 

dedicate to the research. On one hand, the opportunity to participate is viewed as a priviledge, a 

pleasure, or even a civic duty for which rewards can be seen as inappropriate. On one hand 

compensations are favored as unpaid citizen science may be seen as exploitative. They are also 

believed to create higher motivation and work ethics leading to higher quality data and expected to 

increase the diversity of the participants (see e.g. Resnik et al. 2015).    
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3.5 Conflicts of interest in citizen science 
So far we have discussed about the possible conflicts of interest between the researchers’ and the 

participants. Yet not only scientists but also participants involved in citizen science may have 

relationships with partners and organizations that might threaten research integrity. These can 

involve situations where citizen scientists receive funding from political or other non-profit groups or 

serve on their boards (e.g., in environmental groups). The effects of these relationships on the 

research projects need to be addressed. Involving companies and private sector in citizen science 

creates a high potential for conflicts of interests. These can be navigated with strict agreements on 

data collection, use and sharing. 

 

(Relevant resources: Resnik, et al. 2015; Clark, 2008)  

 

3.6 Plain language summary and informed consent form  

Data collection and participant involvement starts with the questions of what kind of data is collected 

and for what purposes? The goal for data collection and use of it must be motivated to the research 

participants. It is also important to clarify who has access to the data, particularly if it includes 

sensitive or personal details.  

 

Plain language summary and informed consent form aim at providing sufficient information for 

participants and ensuring their consent for participation in prior data collection. Participants must 

have enough time to familiarise themselves on the content of the research and make the decision 

about their possible participation. They also must have a chance to ask questions about the project.  

 

Sufficient time must be given for obtaining informed consent. It may be a good idea to send a plan 

language summary prior to the research encounter to ensure that participants are well informed and 

able to raise questions or concerns. 

When citizens are involved in the data collection, researchers must ensure that data quality remains 

high. Participants need to be trained to collect data that fulfils requirements of research integrity. 

 

Inclusive and accessible language in the documents used to communicate research such as 

consent forms and plain language summaries is important. This includes clear vocabulary, using 

languages and font sizes that are appropriate for the participants. 

 

Pictures: It is legal to take and publish pictures in public places without asking permission. In a 

private space a consent form from the people the picture is needed. For example, taking and using 

pictures in workshops requires consent if people are recognisable in the pictures. 
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Using secondary data: Ethical guidelines need to be followed even if secondary data (data already 

collected and made available for other researchers to use). These guidelines concern following 

aspects: 

- Data must have been anonymised before making it available 

- Consent of study participants can be assumed 

- Re-identifying participants must not be possible after analysing data 

- Using data must not cause any damage or distress 

- The source of secondary data must be acknowledged. 
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4 Data management 

 

4.1 Principles of open science  

Openness is an ethical principle as such. Open science means adopting practices such as publishing 

in open access publications, self-archiving research results, depositing data in open repositories, 

and using open notebook methods in sharing research methodologies and outcomes as they evolve. 

Open science aims to contribute to rigour, accountability, and reproducibility of research as well as 

inclusion, fairness and equity. Open sharing of data, materials and results is at the core of open 

science 

 

However, there are some other ethical principles that may contradict with principles of open science 

particularly when working with people. These relate to confidentially and protection of personal data 

and privacy. The more open research is the more difficult it is to protect individuals’ privacy. 

 

 

4.2 Anonymisation of data 

Anonymisation of data is a tool to protect privacy (Table 3). When anonymisation is not possible, the 

risks between openness and risks of losing privacy must be evaluated. It is important to note that full 

anonymization can be impossible when research projects are implemented in small communities or 

organizations in which people know each other and can recognise respondents from data. Also focus 

group interviews and workshops hinder data anonymisation. Participants must be informed about 

the limitations of anonymization and the risk of recognition. In other words: “the data should be as 

open as possible, but as closed as necessary”. Some types of data such as audio and video files 

are hard to anonymise and should in general not be published to open access. Researchers 

therefore need to carefully consider what kind of data and/or what parts of data can be made open. 

Even though collected data might be strictly confidential, national ethical guidelines might suggest 

making meta data open and archive it in open repositories.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 3. Guidelines for anonymisation of data 
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Table 3: Guidelines for anonymization of data 

Pseudonymisation of data refers to cases in which full anonymization of data is not possible. For 

example, a researcher needs to be able to identify a participant in their data if they want to withdraw 

their participation to delete related data. Pseudonymised data cannot be connected to the personal 

data without use of additional information such as a key file which is stored in a secure and separate 

folder without access from outside.  

 

(Relevant resources: Toom and Miller, 2018) 

 

  

Guidelines for anonymisation of data: 

• - remove all direct identifiers (name, date of birth, photographs, social security 

number) 

• - remove indirect identifiers that are not essential for reusing the data 

• - remove indirect identifiers with a high disclosure risk, such as unusual 

characteristics or unusual findings 

• - reduce the level of detail of the indirect identifier 

Indirect identifiers include the following components: 

• Gender 

• Place of birth 

• Body measures (weight, height) 

• Socio-economic data (income, education) 

• Information about individuals' mental/physical well-being 

• Profession/occupation  

• Geographic information 

• Sensitive information (ethnicity, race, sexual orientation and risky behaviour) 

• Information that may stigmatise a community (e.g. membership of political or 

religious organisation) 
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4.3 Data sharing between countries 
Transferring personal data to non-EU countries is deemed to have higher ethical risk by the EU. This 

requires a careful ethical review on the potential risks and their mitigation. The researchers in non-

EU countries may need to follow different guidelines. If data from the EU is transfer to research 

partners outside the EU, the same level data protection is required as under the EU law. Informed 

consent for transferring personal data to non-EU countries must be obtained from participants. Data 

collected outside the EU needs to demonstrate compliance with the EU law if it is collected by 

institutes in an EU country. Transferring anonymized data holds a smaller risk, yet the data 

transferring processes need to be addressed in the ethical review. 

(Reed more EU commission, 2021: Ethics and data protection) 

 

 

4.4 Data management plan (DMP) 

DMP is a living document that is used to explain how data is collected, securely stored, processed, 

shared and made open. It needs to follows the EU General Data Protection Regulation (Table 4). 

The document needs to describe how data is handled during but also after the project. 

 
 

Table 4: Summary of the EU General Data Protection Regulation 

  

According to EU General Data Protection Regulation (GDPR) all personal data 

must: 

1. Be processed lawfully, fairly and transparently. 
2. Be kept to the original purpose. 
3. Be minimised (i.e. only the personal data that is necessary is collected). 
4. Have the accuracy upheld. 
5. Be removed if they are not necessary. 
6. Be kept confidential and their integrity maintained. 

Consent is used as a legal basis for processing data. 
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6 APPENDIX 

 

ECSA: The Ten Principles of Citizen Science  
Source: ECSA (European Citizen Science Association). 2015. Ten Principles of Citizen Science. 
Berlin. http://doi.org/10.17605/OSF.IO/XPR2N 
 
1. Citizen science projects actively involve citizens in scientific endeavour that generates new 
knowledge or understanding. Citizens may act as contributors, collaborators or as project leaders 
and have a meaningful role in the project.  
 
2. Citizen science projects have a genuine science outcome. For example, answering a research 
question or informing conservation action, management decisions or environmental policy. 
 
3. Both the professional scientists and the citizen scientists benefit from taking part. Benefits may 
include the publication of research outputs, learning opportunities, personal enjoyment, social 
benefits, satisfaction through contributing to scientific evidence, for example, to address local, 
national and international issues, and through that, the potential to influence policy.  
 
4. Citizen scientists may, if they wish, participate in multiple stages of the scientific process. This 
may include developing the research question, designing the method, gathering and analysing data, 
and communicating the results.  
 
5. Citizen scientists receive feedback from the project. For example, how their data are being used 
and what the research, policy or societal outcomes are. 
 
6. Citizen science is considered a research approach like any other, with limitations and biases that 
should be considered and controlled for. However unlike traditional research approaches, citizen 
science provides opportunity for greater public engagement and democratisation of science.  
 
7. Citizen science project data and metadata are made publicly available and where possible, results 
are published in an open-access format. Data sharing may occur during or after the project, unless 
there are security or privacy concerns that prevent this. 
 
8. Citizen scientists are acknowledged in project results and publications.  
 
9. Citizen science programmes are evaluated for their scientific output, data quality, participant 
experience and wider societal or policy impact.  
 
10. The leaders of citizen science projects take into consideration legal and ethical issues 
surrounding copyright, intellectual property, data-sharing agreements, confidentiality, attribution and 
the environmental impact of any activities. 
 
 

  

http://doi.org/10.17605/OSF.IO/XPR2N%E2%80%9D
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